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Project Introduction

Network Intrusions are the most significant threats that are used by cybercriminals to breach the data.
This kind of network traffic is applied by cybercriminals to gain the access to the remote device
through which they can steal sensitive and important information (Ahuja, et al., 2021). Cybercriminals
penetrate the network and can access the organizational database and server to breach. So, when an
organization or the organizational network will face such a kind of attack, a massive loss will be faced
by them in terms of compromising sensitive data and confidential information (Ghouti & Imam, 2020).
At the time the network will be under the intrusive attack, it is also merely prohibited as the users and
the network administrator will lose access to the internet service and all other resources. So, the only
way available to prohibit such an attack is by monitoring and capturing the network traffic and
analyzing the network traffic data (Xia, et al., 2019). It will help to identify the suspected traffic in the
network which will facilitate to design of the rule for the prohibition of network intrusions. In this
research, machine learning algorithms will be applied for the detection of intrusive network traffics
(Saberi, et al., 2019).

Problem Statement

Different kinds of intrusive attacks can be made on the network to breach data by gaining remote
access to the user device and network. In most cases, cybercriminals use to make the detection system
fool by imposing new features on the network traffic (Badugu, et al., 2019). The main reason behind
this fact is the similarity of different types of Network traffic concerning the features. This makes the
process of detecting intrusive traffic challenging. Additionally, features of certain intrusive traffic such
as SYN Attacjk, SQL Injection etc. traffic behave like normal or benign which makes those untraceable
unrecognized (Bhardwaj, et al., 2020). Using that loophole, cybercriminals may inject suspicious traffic
into the network by utilizing those features. So, the main target of the research is to solve the challenge
with the application of machine learning algorithms.

Literature Review

Saberi et al. (2019) have conducted their research to design the framework to detect Network intrusions
in the cloud and IoT network. They have reviewed the previous research and have got the idea that
most researchers have used the data from the CICD repository that provides sophisticated data in the
field of cybersecurity. So, they have selected the dataset from the CICD repository namely the
CICAndMal 2017 dataset that contains the traffic records of Network intrusions and benign traffic.
They have faced the primary challenge to detect the important variables to decide the detection
procedure of Network intrusions. To overcome the challenge, they have applied the correlation through



which they have selected the most important features out of the features enlisted in the dataset. After
the selection of the data features, they have selected machine learning classifiers such as Random
Forest Classifier, Naive Bayes Classifier, Support Vector Machine and Artificial Neural Network.
Finally, they have got the highest accuracy in using Artificial Neural Networks by 93% to detect
Network intrusions.

Noorbehbahani & Saberi (2020) have proposed a model to detect Network intrusions traffic in the
cloud network using machine learning. They have reviewed the previous research from which they
have got the idea of the data selection and the application of machine learning to classify Network
intrusions traffic. After getting a view of the data and the approaches, they have selected the dataset
from the CICD website with the name CICAndMal 2017 dataset that contains the samples of malware
that carried the Network intrusions agents in the cloud network. They have faced the primary challenge
to detect the malware from the collected data samples. To overcome the challenge, they have selected
the essential features which are important to identify Network intrusions. To classify Network
intrusions traffic, they have selected machine learning classifiers such as Decision Tree Classifier and
Support Vector Machine. Finally, they have classified the Network intrusions traffic using the Decision
Tree Classifier with 92% accuracy.

Hirano & Kobayashi (2019) have researched the features of Network intrusions and have identified that
there are different variants present in the cloud and IoT networks. To detect Network intrusions, they
have focused on the existing models and have got an insight into the data and approaches. As Network
intrusions are a kind of malware, they have selected the KDDCup dataset where a large variant of
malware and Network intrusions are present. However, they have observed that there are more than 20
classes present from which they have to detect the Network intrusions. As the number of classes is
higher, they have faced the challenge to detect Network intrusions from a large number of malware
classes. To overcome the challenge, they have labelled the entire classes of the data into five labels and
applied chosen classifiers to them. In this context, they have selected Random Forest, Support Vector
Machine, and K-Nearest Neighbors. They have got the highest accuracy in the detection of Network
intrusions using Random Forest by 92.51%.

Daku et al. (2018) have proposed a model based on machine learning to detect Network intrusions in
the IoT and cloud networks. They have reviewed the previous models to get an idea about the
approaches that have to be applied to detect Network intrusions and also have got an insight into the
data. They have selected the CICAndMal 2017 dataset where 10 Network intrusions families are
present. They have faced the challenge to handle a large number of types of network intrusions. To
overcome the challenge, they have made the classes narrowed down to Network intrusions and benign
and applied the selected classifiers such as Support Vector Machine, Neural Network and Random
Forest Classifier. They have got the highest accuracy using Random Forest Classifier by 93.82% for the
detection of network intrusions.

Method / Proposed Approach

Research Questions

The research questions for the project are chosen as follows:
1. Can the intrusive traffic be detected in the network with effectiveness?
2. Which network traffic features are more important to detect intrusive traffics?
3. Which machine learning classifier will be the best one to classify the intrusive traffic and will
also show the significant improvement from the existing approaches?

Aim
The aim of the project is to detect network intrusion using a machine learning algorithm.



Objectives

The objectives of the project are as follows:

1. To understand the strength and weaknesses of a network and the way through which the
intrusive traffic penetrates.

2. To review the previous approaches to identify the methods and techniques to detect network
intrusions and other types of intrusive traffic in the network.

3. To select the machine learning models based on the previous research

4. To select the relevant data that will contain the records of the network traffic including normal
traffic and intrusive traffic

5. To select the most suitable features from the data to use those as the final predictors

6. To apply the algorithms to the data and classify the network traffic along with finding the
probability of the type of the network traffic (Monshizadeh, et al., 2019).

7. To compare the effectiveness of the models using classification metrices (Noorbehbahani &
Saberi, 2020).

8. To compare the performance of the best model with the previous models and signify the
improvement that can be seen in the present research compared to the previous models.

Proposed Approach

The proposed approach for the intrusion detection is shown below:
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Tool Selection

Python 3 has been selected for the project for the detection of intrusive traffic. The main reasons behind
the choice of Python are as follows:

°poos
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Python is interpreted programming language

It is a dynamically typed programming language

It is open-source and thus no purchase or subscriptions are required to use it

It is portable and the same coding can be executed in any operating system.

Python programming can be done in any platform with the same piece of code and without
changing the orientation and so it is referred to as the platform-independent programming
language

Python has a large number of library support for machine learning and data analysis

Python programming language is free to use and it does not require any price to be paid for
accessing and using it.

Technology selection

The technology that will be planned to be used in this project to fulfil the aim and objectives and to
address the research questions are as follows:

1.

1.
1ii.
1v.

Data Analytics

Data Visualization

Feature Engineering

Machine Learning and Classification
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Introduction, Aim and Objectives

Review of existing models and study
network intrusions and the features

Select network intrusion data and
algorithms

Prepare the data by applying feature
Selection and studying the features

Train and Test the algorithms to
network intrusions

Compare the performances and select
the most effective model

Signify improvement by applying the
model in the present research

Concluding the research

Potential Ethical or Legal Issues

The issues that are related to ethical and legal aspects are discussed below:

1.

2.

4.

The research will not involve the device of any other person where the keylogging operation
will be done.

The data on which the detection of network intrusions will be done should be collected from an
open-licensed data vault

The programming tool will be selected such that it will be free to use and no need for payment
or subscription for it.

No personal information will be collected during the project and study

The issues that are related to professional aspects are discussed below:

1.

The research and execution of the project will be done professionally.



2. The project will be conducted so that the aim and the objectives will be fulfilled and the
research questions can be addressed appropriately.
3. The referencing will be done as directed by university rules and regulations.

The issues that are related to social aspects are discussed below:
1. The research will help identify network intrusionss on the devices.
2. It will be helpful for the users to protect their computers and network from network intrusionss.
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